
A practical guide for boards and IT leaders.

pa.com.au

What the ASD/AICD 
Guidance on Frontier 
AI Cyber Threat 
Means for Your 
Organisation

http://pa.com.au


Introduction  
In August 2026, the Australian Signals Directorate (ASD) and the Australian Institute of Company Directors 
(AICD) published joint guidance on frontier AI cyber threats. It’s a notable pairing.   

ASD is the government body responsible for defending Australian organisations against attacks, and AICD 
is the peak body for governance and company directors. When these two organisations put out guidance 
together, the message is clear: this is no longer a conversation that stays in IT. 

This eBook works through what that guidance actually says, what it asks of boards and management, and 
where the real work tends to get stuck. And that’s translating governance questions into technical answers, 
and technical risk into governance decisions.  

We work with boards and IT leaders on both sides of this equation: governance and compliance, and 
Microsoft security implementation and management. This guide draws on that vantage point: where the 
ASD/AICD guidance’s priorities map onto real, actionable work inside a Microsoft 365 and Azure environment. 

https://www.aicd.com.au/news-media/research-and-reports/asd-board-guidance-frontier-ai-cyber-threats.html


The core shift
The central argument in the ASD/AICD guidance is straightforward but easy to underestimate: frontier AI models 
can identify vulnerabilities, weaponise them, and chain minor weaknesses into serious compromises with little 
to no human oversight. 

That capability changes the timeline organisations plan around. Vulnerability discovery and exploitation, 
historically a matter of days, can now happen in hours. The guidance is direct that this is not a marginal increase 
in threat volume. It’s a structural change that can invalidate an organisation’s existing risk tolerance without 
anyone doing anything wrong. The risk simply moved faster than the assumptions underneath it.   

There is a second layer to this, the guidance flags, too. Frontier AI is lowering the barrier to entry for 
attackers. Capabilities that once required specialist knowledge are becoming accessible to a much wider 
range of malicious actors, partly through the exploitation of AI model guardrails and unauthorised distillation of 
frontier models. The net effect is more potential attackers moving faster against defences sized for a slower, 
narrower threat.  

Why does this matter for boards, specifically? Risk tolerance is a governance decision. If the assumptions 
behind it are out of date, revisiting them is not something IT can quietly do on its own. It needs to go back to the 
people who own that decision.  



The questions boards are being asked to answer 
The guidance sets out a series of threshold questions that boards should put to management. 
 
Four are worth sitting with in particular: 

The common thread across all four questions is that a brief reassurance from management is insufficient to address them. 
Each one requires management to genuinely translate technical posture into something the board can actually evaluate and act on. 

Do we have control over our cybersecurity fundamentals?
This includes legacy technology, systems that cannot meet current 
security requirements but have not been replaced. The guidance is 
candid: legacy risk becomes disproportionately more dangerous once 
discovery and exploitation become cheaper.

Can we keep the business operational during a serious incident? 
Not just whether a plan exists, but whether it has actually been tested 
against an incident that moves faster than the ones it was originally built 
to handle. 

How vulnerable is our organisation to AI-enabled attacks? 
This is not answerable with a general assurance. It requires knowing 
which specific assumptions the current risk assessment rests on, 
and whether those assumptions still hold if an attacker can move at 
machine speed. 

Where could minor weaknesses combine into a major incident? 
Frontier AI’s distinctive capability is chaining together small, individually 
low-risk issues into something serious. A strong answer here requires 
visibility across the whole environment, not just the systems that get the 
most attention.



Where the translation gap shows up  
This is the part of the guidance that is easy to read past. The priorities it 
lists are not new ideas:  

•	 Securing attack surfaces.  
•	 Reducing vulnerabilities.  
•	 Replacing legacy systems.
•	 Reinforcing access management.  
•	 Preparing incident response.   

Most organisations are already doing versions of this work. What’s 
harder is the layer above it: turning that work into something a 
board can genuinely evaluate.  

Take legacy systems as an example. IT might know exactly which 
systems are ageing, what compensating controls are in place, 
and what the realistic replacement timeline looks like. But if that 
knowledge does not get translated into a board-ready summary, 
such as what the exposure is, what’s being done about it, and 
when it will be resolved, then the board is left having to either 
take it on faith or push back without enough context to do 
so productively. 



A practical starting point  
If your board is working through this guidance and looking for somewhere to start, four things stand out as 
genuinely actionable this quarter: 

None of these requires new technology. They require the translation work described on the previous page: 
getting the right information in front of the right decision-makers, in a form they can actually act on. 

Stress-test your incident response plan against a faster timeline.
A tabletop exercise built around a scenario that unfolds in hours rather 
than days will surface gaps that a familiar, slower scenario won’t.

Revisit risk tolerance explicitly, rather than assuming it still holds.
This is a board-level exercise, not something to leave implicit. The 
guidance warns that organisations that do not do this now may be 
forced into it later on worse terms.

Get an honest legacy systems inventory in front of the board 
Not a technical asset list, but a plain-language summary of what is 
ageing, what is compensating for it, and when it is realistically 
getting replaced.

Review access privileges against current roles.  
The guidance specifically calls for restricting access, including for 
AI agents and services, not just people, to the minimum required. This is 
often overdue simply because access accumulates over time and rarely 
gets pruned.



Where 
Professional 
Advantage 
fits
The priorities this guidance sets 
out, such as securing attack 
surfaces, reducing vulnerabilities, 
replacing legacy systems, 
reinforcing identity and access  
management, and preparing for 
incidents, closely map onto where 
we spend our time as a Microsoft 
Solutions Partner for Security. 



Start with what 
Secure Score doesn’t show you  
Question 2 above is the one that most organisations struggle to answer with confidence: where could minor 
weaknesses combine to cause a major incident? Microsoft Secure Score is a genuinely useful starting point, 
but it is designed to score configuration against a baseline, not to trace how smaller, individually low-risk gaps 
across Conditional Access, OAuth consent, guest access, and sharing permissions can chain together into 
something serious. That whole environment view is exactly the gap frontier AI is best at exploiting, and it’s 
exactly what a Secure Score number alone won’t tell you.  

This is where TenantRecon, our Microsoft 365 Tenant Health Assessment, fits directly into the 
guidance’s priorities.  

It produces a prioritised, consultant-reviewed report of your tenant’s actual risk exposure, mapped to the 
frameworks your board and auditors already recognise – CIS Benchmark, CISA SCuBA, NIST 800-53, ISO 27001, 
CMMC 2.0, EIDSCA, and MITRE ATT&CK. For a board working through Questions 1 through 3, it’s a direct, evi-
dence-based way to answer them, rather than relying on a general assurance from management.

See what a Secure Score won’t tell you

https://www.pa.com.au/promo/see-what-secure-score-can-t/
https://www.pa.com.au/promo/see-what-secure-score-can-t/


Beyond TenantRecon: 
Strengthening your 
Microsoft security posture
Our security consultants work exclusively within the Microsoft ecosystem on the other priorities this 
guidance raises: 

•	  Essential Eight compliance assessments and remediation.  

•	  Microsoft Sentinel deployment for security operations visibility.  

•	  Defender XDR and Defender for Endpoint for unified threat detection.  

•	  Identity and access management through Entra ID.  

•	  Ongoing Managed Security Services for monitoring, patching, and incident response.  

On the governance side, iWorkplace and Microsoft Purview address the legacy system consolidation, 
access governance, and data classification priorities that the guidance also raises. 

That combination of tenant-level visibility through TenantRecon, security operations and information 
governance under one roof, built specifically around Microsoft 365 and Azure, is a reasonable starting point if 
your board is working through this guidance and wants a single partner who can speak to multiple parts of it. 

https://www.pa.com.au/products/microsoft-security-services/essential-eight/
https://www.pa.com.au/products/microsoft-security-services/microsoft-sentinel/
https://www.pa.com.au/products/managed-services/
https://www.pa.com.au/products/iworkplace-information-management-compliance-solution/
https://www.pa.com.au/products/microsoft-purview/
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